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Histoire - Cloud Computing

CLOUD COMPUTING

@+ © +

STORAGE PROCESSING POWER APPLICATIONS

¥ %
Files

Database Content

High End Servers System Services Collaboation



Histoire - Cloud Computing

CDN Market Booms €<—@& 2019
Pay per Second Billing by AWS and GCP

B Microsoft Azure Released 2010
48 Google
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Word ‘Cloud’ coined by Ramesh Chellappa

A @ReleaSed
IBM develops a @ hEloEp Released
first VM WWWwW St 70n
IBM and DEC Cloud Launched "7 webservices Released
Symbol Used

provide timesharing 1999 @u‘mng

incorporated



Histoire - Cloud Computing

Cloud Delivery Models
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Histoire des Malwares- Les premiéres années

HISTORY OF COMPUTER VIRUSES

MALWARE MILESTONES

eeecccce 143/°0]

THE _CREEPER WORM_AND THE.REAPER VIRUS
SHOMW UF ON HEFANET_

19734 eeececcceccee

THIE RABBIT VIRUS

‘ ‘ ‘ . . ‘ ‘ ‘ THE FERVADING ANIMAL STARTS .

THE TROJAN ERA
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Histoire des Malwares- Les premiéres années

~+ 1580 | -
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Elk Cloner marks the first lorge-scale virus
outbreak in history - the first Rpple 11 virus
to spread using infected floppy drives

Jurgen Kraus writes his master thesis
selbstreproduktionbel Proarammen
__(Sell-reproduction of programs)

ey
- | dHd

MMiEEEEEEEEESaEEEEEE-.

The term 'virus’' Is coined by Frederick Cohen
in describing sell-replicating computer programs
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Histoire des Malwares- Les premiéres années

THE BRAIK BOOT SECTOR VIRUS

BYTE BANDITAND CHRISTMAS

TREE EXEC VIRUSES

RALF BURGER'S BOOK "COMPUTER VIRUSES: ‘ 9 B n
Y ——

THE DISEASE OF HIGH TECHNOLOGY"

BECAME VIRUS WRITERS' BIBLE MORRIS BECOMES THE FIRST WORM
TO SPREAD EXTENSIVELY "IN THE

WILD" EXPLOITING BUFFER OVERRUN
VULNERABILITIES

GHOSTBALL » THE FIRST MULTIPARTITE
VIRUS, IS BEING DISCOVERED
BY FRIORIK SKULASON
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Histoire des Malwares- Les premiéres années

"PLY" - DOS 16-BIT BASED COMPLICATED
POLYMORPHIC VIRUS APPEARS

WITH BUILT-IN PERMUTATION ENGINE A | 1998
Tm FIRST \IR\I()N()I THE C IH VIRUS
(ALSO KNOW ~ f

PEARS ER / \\IN(. ll ASH BIOS C nu
RAS LEASED, AND DESTROYING MOTHERBOARDS

TARGETING MI( ROSOI r WOR
AND QUTLOOK-BASED SYSTEMS
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Histoire des Malwares — Toolkits et et les taux d'infection étonnants

2000
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Histoire des Malwares — Toolkits et et les taux d'infection étonnants

2006182007,

O5X/Leap-A or OSX/Oompa-A -
the first-ever malware for Mac 0S X

2008

Rustock, a backdoor Trojan
with rootkit capabilities is discovered

. Rogue AV solutions
s are extremely popular

Koobface starts attacking Facebook
and Twitter users

The Storm Worm creates one
of the largest botnets in history.

Zbot a.k.a Zeus is firstly
spot in the wild

The P =~dup (a.k.a Kido
or Confiker) invasion

- milions of XP systems
are infected

EEEEEE .
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Histoire des Malwares — Sponsorisé, sophistiqué et rentable

2011/12: Reveton

1o unbock the compuites you are oliliged to pay & fime of
Sleiiar 368 m Where can I buy MoneyPack?

ot ™ ™M e
MareyT el car Do prcrased N o Es o R el AELGrwAle  CCRSeNg & e

AC e yOn. O e ter T O TIRBING (sle 0 e JayTet
R Tl T L S ohermacy, tne Al &
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Figure 4: Reveton Ransom Screen with MoneyPak instructions 1
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Histoire des Malwares — Sponsorisé, sophistiqué et rentable

2013: CryptoLocker - the arrival of cryptocurrency as a payment option

COhoose a3 DOMversent Dayrmeant method:
Bitcoa (most cheap option)

O bikcoin

Stcoen 5 3 OyptoosTency where the oeation and trarsfer of bitcoers 5 based on an
OEOEr-SOLECE CryptOge agd s perotoool That s ndepencent of any central authority.
BUooEs can be tranafanrad thwousghh @ Computear Or sSmartphoms  withhout anm mtermeachats
finanosa InsTItuSion

You have to serd Delow specilledd amoust to O Sckciress
specify the transacton 1D, which
wi be arvd © -

LA P e
Gettig started with Eetcoen

Enter thhe trarcacthion 1D vt puess «Ouyn:

Figure 6: Cryptol. ocker bitcoin ransom demand
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Histoire des Malwares — Sponsorisé, sophistiqué et rentable

2016: Mirai — First Botnet to target loT devices

.. N

frand
Client using the

Proxy Server ., CC Server
A ., l Infected 10T Devices
he \ - -~

Vulherable

loT Device Internet

17
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Histoire des Malwares — Sponsorisé, sophistiqué et rentable

2017: ShadowBrokers (NSA), WannaCry, Petya/NotPetya,and not disclosing vulnerabilities

EternalBlue

Petya

2016 Shadow Brokers
Leak 1

18
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Histoire des Malwares — Sponsorisé, sophistiqué et rentable

2017/2018: XMRig - Mining for crypto
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Histoire des Malwares — Sponsorisé, sophistiqué et rentable
2019: GandCrab and the emergence of Ransomware as a Service
Gandcrab : Ransomware-as-a-Service (RaaS) Model

f(@wﬁ‘ Percentage of the ransom

2 — I RaaSis business tt

s &

SO0
Ransomware 4 Z>
—
Developers
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2021: Malware as a Service (Maa5)

21
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Exemple de Maas : DarkSide ($5 million)

\._ v\.ﬁ

522 REWARD OF UP TO

$10,000,000.00 usp

FOR INFORMATION LEADING TO THE LOCATION, ARREST, AND/OR
CONVICTION OF OWNERS/OPMORSIMTES OF THE

Dakaide Ransomware
As a Service Group

SUBMIT TIPS VIA TELEPHONE OR THE FBI WEBSITE BELOW

¥Follow-on contacts to be established through
WhatsApp, Telegram, Signal, or other platform
of reporting party’s choosing 22
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Exemple de Maas : Revil ($12 million)

=2
S

REvil Developer

Providing REvil

1
e e &£ =

Affiliates Affiliates Affiliates

Distributing REvil I ! ‘ ‘

@ & [ S

— i— —
ool g £4 £ :-.Glgi'.c-

Victim Victim Victim

23
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Exemple de Maas : LockBit

& |- =3

Developer
™
</> Custom
Exploit Code

: 4
n -~ |<
Code ‘ = ’ m

- <
Updste RaasS Affiliate b 4

l O
@ Data
Ol O Phishing Encryption &

Attack Download
Decryptor
) =N
® o

Ransomware
Download o \\f )

e?u nk( — Victim - ‘

. e
Click
\(/D Mon;y -

> Launderer

Exploit site

24




Exemple de Maas : Conti ($280 million)

omtrusion and propagation
g TARGETS :

Attack Indust.rlal
Infrastructure Hospital
Public sector
Supply Chain
Jreme———— -}
1 Affiliation
Raas$ Platform

laundering

-
e )
'f;—{[{b a Attack Management
It
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DDoS as a Service

Qur Pricing

1 Month Basic  Bronze Lifeime 44| ifetime ~ Green Lifetime g ciness | ifetime

5.00€ 22.00€ go.,00€ 60.00€ g0.00€

/month LEITE Lifetime LTS lifetime

SEC 5 DOCLT 1800 seconds boot t
300 SeCoNas DOOL T 1200 SeCOonds DOCL U 3600 seconds boot t

I 12rGbps tofal network I
o capac o

125Gbps total network SIS ISErs 125Gbps fo

125Gbps fotal

0]

- & Tools o Resolvers & Tools o
Resolvers & Tools - Resolvers & Tools - - Resolvers &

24/ 7 Dedicated Support ' ] 24./7 Dedicated Support

Order Mow Order Now Order Mow Order Now Order Mow




DDoS as a Service - Exemple

_ S B \ ghE s

DDoS I - Stresser

Welcome to DDoS | stresser. The most

rellanle stresser In the market

REGISTER
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2021/2022: Crime-as-a-Service (CaaS)

The MITRE ATT&CK Framework

PRE-ATT&CK" ATT&CK"

RECON WEAPONIZE DELIVER EXPLOIT CONTROL EXECUTE MAINTAIN

) =) =) m=) m=)

Exfiltration
Lateral Movement Command and Control

Property Definition  Establish & Maintain Initial Access Privilege Discovery

Target Selection Infrastructure Execution Escalation
Information Persona Development Persistence Defense Evasion Collection
Gathering Build Capabilities Credential Access
Weakness Test Capabilities
Identification Stage Capabilities
Adversary OpSec
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2022: Crime-as-a-Service (CaaS)
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Ransomware Worm+Dropper DDoS Bot
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Caas - Exemple : Emotet Family
Mummy Spider (CrowdStrike s
bo14 A new MS Word template

dubbed “Red Dawn"

meviee | Mealybug (Symantec
anking Trojan activity lakBot distribution Covid-19, political, finance-
ollaboration related lures

TAB42 (Proofaoint

7S r N

o . o - r
W A/ W U/ A/ U/ T

2016 2017 2019 2021
rd ; ;
Emotet_\fd_ ) _ Dropped 3 party malware . Lel|rge spam campaign against January 27%, 2021, Emotet botnet
A new distribution mechanism lcedID, TrickBot, QakBot, Dridex, high-profile targets globally i PR ,
— o s - disrupted by law enforcement agencies
RIG-E and RIG-V exploit kits UmbreCrypt distribution Emotet exceeds 1 million E d North America th
Reconfiguration into a loader New Maa5 operational model | spam messages per day across turope and North America that

== took control of Emotet’s infrastructure
New modules observed PDF attachments launching in JavaScript New modules U0 T e

d started to distribut Emotet
format Password-protected ZIP files and started to distribute an SMotek

i X module to infected devices that will
with I3cripts/MS Word docs uninstall the malware on

April 25th, 2021 at 12:00 30
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|A: Social Engineering — BEC - Phishing
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|A: Evasion Technics

A Malware Obfuscation Al Technique to Evade Antivirus
Detection in Counter Forensic Domain

In this paper, we introduce multiple techniques consists of four stages that aid a malware; to
avoid anti-malware tools, these techniques were mainly developed to provide a high evasion
rate against anti-malware systems via dynamic analysis techniques. The evasion rate success
of our samples were tested through (Kaspersky, Virustotal and Virusscan), then the result of our
experiment were compared with other obfuscation techniques to stand on the success level of
the experiment as well as extracting the strength and weakness points for any possible future
works.

https://link.springer.com/chapter/10.1007/978-3-030-52067-0_27

@

Abot-Elia Hassanien
Mebamed Hamed N Tara
Nour Lideen M. Khalifa fdors

| Enabling A

Applications
in Data
Science
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|A: Data Exfiltration

Fast & Loud Exfiltration

Compromised Attacker’'s C2

Machine Server
Data sent in a burst
over a short time period
Slow & Stealthy Exfiltration
Compromised - Attacker’'s C2
Machine Data exfiltrated slowly Server
over a long time period
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Cyber War

"WARNING"

() The Contl Team is officially announcing  ful support of Russian government, If any

Dody will decide o or?amze a Cyberattack or any war activities a(TJalnst Russia, we
re going o use our alf possible resources to sirike back at the critical nfastruciures
of an enemy,

§ 225002 05 B0[000B]

Conti siding with Russia over the invasion of Ukraine
Source: BleepingComputer
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Solutions: Protection contre Cybercrime

Vulnerability Scanning

Vulnerability Threat Intelligence o ;
Services —— revention
System Hardening
Security testing Services
For Infrastructure and Web
Application Managed Audit/
Assessment Services

Respond

Security Incident
Management
Service

Real Time Monitoring , Analysis
and Detection of Network Security
Threats.

, o Managed
Forensic SIEM Tools Monitoring and

Services . Management DEteCtion and
Threal (ﬁ Response

Management




Solutions: MSSP

MANAGED SECURITY SERVICE PROVIDERS (MSSP)

MAJOR CAPABILITIES
Network & Cloud Based Security
Device Management:
M dF 1, IDS/IPS, F e < Services: DDoS Mitigation, Email ‘
anaged Firewall, IDS/IPS, UTM, WA filtering, DNS, Secure Cloud @

Incident Response & Recovery: Endpoint Security:
SIEM, Log Mgmt, Incident Analysis, 4 Antivirus, Malware Detection & @

Malware Detection & Removal Renewal
~ - § Threat Intelligence: Threat Detection,
& ] Threat Monitoring & Reporting, Intel i <= Compliance Management & Reporting

Feeds, Reputation
G

e Vulnerability Assessment & =P Accesstosecurity expertiseas needed
(v Management

https://ipwithease.com
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Solutions: Cybersecurity as a service

Global Cybersecurity As A Service Market Trends, Applications, Analysis, Growth, And

] B ¥ T} o T e ¥ o T k)

S-ecuri’ry as a Service (SECaaS) Overview

This slide depicts the overview of security as a senvice that helps organizations to outsource cybersecurity services from cloud provders, including its main components such as remote users, web data, internet,

and web security as a service

Remote Users

Mobile Users'\ Web Data

Web Data

b

<«— WebData —»

Office Users

Types

<«— WebData —»

Internet

Cloud-based approach for outsourcing cybersecurity services

Subscription-based security service hosted by cloud providers, like
Software as a Solution

Method to relieve the in-house security team's obligations, expand
security demands as the organization develops, and avoid the oooooo
expenses and upkeep of on-premise alternatives oooooo

00[ )00
Cloud-based solutions have become increasingly popular for

corporate infrastructures

Add text here

Add text here

Continuous Monitoring, Data Loss Prevention (DLP), Email Security, Antivirus Management, Spam Filtering, Intrusion Protection, Security Assessment,

Network Security, and so on
Add text here




Solutions: Cybersecurity as a service

_—TPRORE T

CNS CSaaS
Your
Red Team
Simulations
Phishing

Simulations Control
\ & Treat

, : Expert
Secret Network Kno"l.d’

Server  Monitoringa  UEBA Communities
Ongoing

Network Identity Compliance loT
Policy Enforcement Device Management

SYSTEMS & DATA

7
v,
@ o g

CLOUD 9 G MOBILE

% = O
EMAIL

ENTERPRISE ENDPOINTS

Track &
Report

Supplier Cyber

Risk Assurance SIEM Plugin
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Solutions: Cybersecurity as a service

Monthly Subscriptions Starting From:

Company Type Medium Large Enterprise

<500* <1000* >1000*

VeIV eleigfOilolol Starting from $3k-6k+ | Starting from $6k-10k+ | Starting from $10k-20k+ | Starting from $20k to 50K+




2022: A lasting trend: CISO As a Service

vCISO as a Servicar(CISOaa9 Engagement and Delivery Models

The virtual CISO service can be customized to meet the cybersecurity requirements of small, medium and
large enterprises. Our initial assessment of your organizational needs enables us to identify the optimal
engagement model In each case, you will have access to the full breadth of cybersecurity resources and
experience.

5!
et
%
1
e
£
o
&
o
vCISO with| =
-
@ ruittime @ Interim | | 8,9 3
auUe  cso vCiso | |®am 0nDemand-| =
\ Security Team g
A Tul temn, dodicated A 't the gag’ vCISO Accesstoateam,
vCBG that e ages thot wil address depandent an
Wl smcurey Specific secunty swlsct and
e iraments from
et to angagement requramants dxing InRiative
comphtacn, trarsition recuirtements
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KEY FEATURES

CONTEXTUALIZED THREAT
INTELLIGENCE

CONTEXTUALIZED 10C°S

COMPREHENSIVE THREAT
INDICATOR SCORING
METHODOLOGY

A COMPREHEMSIVE PLATFORM
INTEGRATED WITH
COMMERCIAL AMD OPEN
SOURCE THREAT INTEL

CTl aaS

Customer exposure scanning - data leakage, attack anticipation
Threat landscape - advisory reports

YVulnerability details pertaining to customer's technology stack
Identification and take down of phishing domain

® Customer and industry specific loC

¢ Consumption of loC - feed integration in existing security products

# Providing high confidence loC reducing false positives
® Powered by Al and machine learning to analyses massive amount of
threat intel data

# Centralize and contextualize variety of threat data

® Machine learning and Al based search platform to search acro ark web,

social media and underground forums

Based around open standards for consumption by existing security tools
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