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Histoire des Malwares- Les premières années 



8 

Histoire des Malwares- Les premières années 



9 

Histoire des Malwares- Les premières années 



10 

Histoire des Malwares- Les premières années 



11 

Histoire des Malwares- Les premières années 



Histoire des Malwares — Toolkits et et les taux d'infection étonnants 

12 



13 

Histoire des Malwares — Toolkits et et les taux d'infection étonnants 



Histoire des Malwares – Sophistiqué, Espionnage + Cyber-armes 
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2011/12: Reveton 

Histoire des Malwares – Sponsorisé, sophistiqué et rentable 
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2013: CryptoLocker - the arrival of cryptocurrency as a payment option 

Histoire des Malwares – Sponsorisé, sophistiqué et rentable 
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2016: Mirai – First Botnet to target IoT devices 

Histoire des Malwares – Sponsorisé, sophistiqué et rentable 
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2017: ShadowBrokers (NSA), WannaCry, Petya/NotPetya,and not disclosing vulnerabilities 

Histoire des Malwares – Sponsorisé, sophistiqué et rentable 
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2017/2018: XMRig - Mining for crypto  

Histoire des Malwares – Sponsorisé, sophistiqué et rentable 



20 

2019: GandCrab and the emergence of Ransomware as a Service 

!!!! RaaS is business !!!! 

Histoire des Malwares – Sponsorisé, sophistiqué et rentable 



2021: Malware as a Service (MaaS) 
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Exemple de Maas : DarkSide ($5 million) 
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Exemple de Maas : Revil ($11 million) 
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Exemple de Maas : LockBit 
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Exemple de Maas : Conti ($180 million) 



DDoS as a Service 



DDoS as a Service - Exemple 



2021/2022: Crime-as-a-Service (CaaS) 
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2022: Crime-as-a-Service (CaaS) 
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 Caas - Exemple : Emotet Family 
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IA: Social Engineering – BEC - Phishing 
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IA: Evasion Technics 

32 

A Malware Obfuscation AI Technique to Evade Antivirus 
Detection in Counter Forensic Domain 
 

https://link.springer.com/chapter/10.1007/978-3-030-52067-0_27 

In this paper, we introduce multiple techniques consists of four stages that aid a malware; to 
avoid anti-malware tools, these techniques were mainly developed to provide a high evasion 
rate against anti-malware systems via dynamic analysis techniques. The evasion rate success 
of our samples were tested through (Kaspersky, Virustotal and Virusscan), then the result of our 
experiment were compared with other obfuscation techniques to stand on the success level of 
the experiment as well as extracting the strength and weakness points for any possible future 
works. 
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IA: Data Exfiltration 
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Cyber War 



Solutions ? 



Solutions: Protection contre Cybercrime 



Solutions: MSSP 



Solutions: Cybersecurity as a service 



Solutions: Cybersecurity as a service 



Solutions: Cybersecurity as a service 



2022: A lasting trend: CISO As a Service 
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