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VINCI ENERGIES AU SEIN DE VINCI 3aXIaNns
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http://www.vinci-energies.com/
http://www.axians.fr/fr/
http://www.actemium.fr/fr/
http://www.omexom.com/fr/
http://www.vinci-facilities.com/fr
http://www.citeos.fr/

AXIANS AU SEIN DE VINCI ENERGIES

2 Mds €

activité en 2017

9,000
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¢ Algerie

& Allemagne
© Angola

< Autriche

( ) Belgique

( ) Cote d’lvoire
i Danemark
< Egypte

< Espagne

( ) France / outre mer
() ltalie

@ Maroc

& Mozambique
= Pays Bas

w Pologne

©® Portugal

& République Tcheque
& Suéde

& Suisse

#% Royaume Uni
© Tunisie
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D Services AlliaCERT i!@'. @7) Trusted Introducer  { Q&4 /—C\
o : . Computer‘E‘mergency Reﬁ‘ponse Team

Veille en vulnérabilités et menaces
Cyber-surveillance

Threat Intelligence

Réponse aux incidents

Gestion de crise

Analyses forensiques
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L’APPLICATION WWW.ALLIACERT.COM 3aXIaNns

@ Dashboard -
Last 10 maliciol /UR Last 10 malici
Data Severity  Datatype  Date Confidence Data Severity  Data type Date Confidence
Top 3 10C sources Attack types
getrichitd.000webhostapp.com il phishing 2018.0601 60% 182.75.82.158 Sl Attack on mail sevice 20180601 26
cougramanses.cf il phishing 0% 182.85.215.186 Sl Attack on mail service s2% Attack on mall service:26%
B malicious_ip:24%
boa supp-cgi.com il phishing 2018.0601 60% 163.159.88.172 il Attack on mail service 2018.0601 2%
Attack on POP3 senvice:15%
Imtswswsite. Ttempurl com phishing 2018.0601 554 163.159.92.251 Attack on mail service 20180601 2% .
ail al Aftack on SSH service:12%
wwvideophilography.com il phishing 2018.0601 60% 185.148243.179 Sl Attack on mail sevice 20180601 26 B Scanning:6%
x mabware_domain:4%
barker-homes.co il phishing 60% 185.162.26.94 Sl Attack on mail service 52% [ | X
psjorge.pr.govbr il phishing 2018.0601 60% 185,547,113 il Attack on mail service 2018.0601 2% I phishing:3%
I Attack on APACHE service 2%
sogiitx.org il phishing 2018.0601 60% 186.19.9.40 Sl Attack on mail service 20180601 2%
I Attack on FTP senice:2%
integrityaustralia.com.au il phishing 2018.0601 66 % 1915319197 Sl Attack on mail sevice 20180601 26 B bruteforce:0%
W Jualumni-bd.org Al phishing 20180601 60% 193.1647.125 Al Attack on mail service 20180601 52% I Botnet:0%
N Attack on SIP senvice:0%
Read more Read more
I makware_distribution:0%
I CnGCi0%
blocklist green_snow openphish
Tites Date Source s SHA1 Date s Attack types by date and relevance
Mal/FakeAv |0 2018-06-01 threatexpert dda37961870ce079defbf B5eeeef05 3faB6717650a17d075085634103874265fBeJeab 2018-06-0° r
2l = : i
Trojan ADH, Trojan.Win32.Swisyn. bop!, BackDoor-DVB.gen.w, Mal/Redos-| EEED  veatepen 92791360003807c8142cB6052647250 | 6710477 ba36571e72c!cadclbBeartbstabss | ([ELNERERL 2levance = 30%: Period Attack type Render
Generic gl Trojan.Win32.Agent 20180520 JEEREEEES 59192abb2a03c1f| 2492aBdac755e | 02bdabad186703bb73a03790018996cea0?1 | [ELRRORL] ¢ .
Virus Win32.Matware 2018.05-27 [RIRTIEIOAY 15f6a03374c76cc13aaa159de7296b6 | €3713c0a408bAc100B4e678d9e50ad12cr9c6 1 20180529 [ This week j Attack on mail service j render
Mal/injectk | 20180525 JEEIEETS See0573490a4d5e3daed2beSI7cf | 14a3833a123788986ckect 8b0T5e06M6582 20180520 [
Suspicious.MH690, Generic BackDoor.yl, Backdoor:Win32/Fynloski A 20180526 threatexpert 6607faff2e848d6048b2a773aeeb31 2425112f841fe1 b3def63f716313f1 3046732579 2018-05-29 r
Backdoor.Trojan, Trojan Win32 Autoit.amg, Generic PWSyldnu Ma/Babonock.  [EXNINGRA] | threatexpert baBae30fabb76bbbla36eddandsald6 | T3adeBcdc3043itabeessiadedsainioede (IO ¢
A
134042232¢296086065072100405c22 | ba68647a359a0c430e30bda0ad0eanbazact)  (ERIEEERL] ¢
Trojan.Packed.18, Hmimys packed app, Mal/EncPk-AT 20180525 [EERTIESEA > 2018-06-01
€96bfBfde7ad7a753aa27003d873f146 3c3ae2043c6c0ebbf7771528a2793411c845312 2018-05-28 r
Mal/EncPk-BA Win32 Warezov FIITTTET)  threatexpert value: 2,714
8aa837c08276516960 0560691 7 2018.05-28 [
P2Porm.Win32. Palevo.cule, BackDoor-DVE gen.w, Mal e | 20180524 RIS r—
fead more Read more
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RECHERCHE ET DEVELOPPEMENT aXlIans

CYBER
SECURITY

Computers & Security
Volume 72, January 2018, Pages 212-233

A survey on technical threat intelligence in the age of
sophisticated cyber attacks

Wiem Tounsi 2 =, Helmi Rais

H Show more

https://doi.org/M10.1016/j.cose 2017 .09.01 Get rigrl
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